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1 Introduction

The procedures for P-TMSI reallocation and the management of TLLI values during those procedures has been discussed within SMG2 (WPA) and TSG-N WG1 (SMG3 WPA). [See, e.g., Tdocs SMG2 1198/99, SMG2 1436/99, SMG2 1319/99, N1-99A23, N1-99A04 and N1-99A94].

The principle that has been proposed by SMG2 WPA is to retain the option B from Tdoc SMG2 1198/99 (Tdoc SMG3 N1-99A04). 

The purpose with this document is to summarise the assumed procedure for the P-TMSI reallocation, based on the proposal from SMG2 WPA and the current requirements defined by the standard, and further to identify and discuss some remaining problems.

2 Assumed procedure for P-TMSI reallocation

For this description, let TLLI (A) be the TLLI value derived from the P-TMSI allocated to the mobile station before the P-TMSI reallocation takes place, and TLLI (B) be the TLLI value derived from the P-TMSI allocated to the mobile station after the P-TMSI reallocation procedure is completed. 

TLLI (A) may be a foreign TLLI derived from a P-TMSI allocated in a foreign routing area. TLLI (B) is (always) a local TLLI.

2 Specification extracts

GSM 04.08 (ver. 6.4.2), clause 4.7.1.5 “P-TMSI handling”:

If a new P-TMSI is assigned by the network the MS and the network shall handle the old and the new P-TMSI as follows:

Upon receipt of a GMM message containing a new P-TMSI the MS shall consider the new P-TMSI and new RAI and also the old P-TMSI and old RAI as valid in order to react to paging requests and downlink transmission of LLC frames. For uplink transmission of LLC frames the new P-TMSI shall be used. 

The MS shall consider the old P-TMSI and old RAI as invalid as soon as an LLC frame is received with the local TLLI derived from the new P-TMSI. 

Upon the transmission of a GMM message containing a new P-TMSI the network shall consider the new P-TMSI and new RAI and also the old P-TMSI and old RAI as valid in order to be able to receive LLC frames from the MS. 

The network shall consider the old P-TMSI and old RAI as invalid as soon as an LLC frame is received with the local TLLI derived from the new P-TMSI.

GSM 08.18 (ver. 6.4.0), clause 6.1 “Downlink UNITDATA procedure” (2nd paragraph):

An SGSN provides the BSSGP with a current TLLI, identifying the MS. If an SGSN provides a second TLLI, indicating that an MS has recently changed its TLLI, this shall be considered as the “old” TLLI. A BSS uses the “old” TLLI to locate an MS’s existing context. Subsequent uplink data transfers for this MS shall reference the current TLLI, and not the old TLLI.

2 Commanding a P-TMSI reallocation

The SGSN may initiate a P-TMSI reallocation by sending a GMM message (P-TMSI Reallocation Command, Attach Accept or RA Update Accept) commanding the P-TMSI reallocation to the mobile station. The commanding message is submitted to BSS in a DL-UNITDATA PDU. The information element “TLLI (current)” is set to TLLI (A). The information element “TLLI (old)” is not included. BSS uses TLLI (A) to forward the commanding message to the mobile station. 

Note that BSS is not aware of the P-TMSI reallocation in progress at this stage. BSS has no knowledge about TLLI (B).

BSS uses TLLI (A), either to identify an existent downlink TBF to the mobile station, or to establish a downlink TBF. 

If the mobile station is involved in an uplink TBF (but no downlink TBF), TLLI (A) is used to identify the existent uplink TBF. The establishment of a downlink TBF is then performed using the resources of the existent TBF. A Packet Downlink Assignment is sent on PACCH, thereby addressing the mobile station by the TFI identifying the uplink TBF. 

If the mobile station is in packet idle mode (no existent TBF associated with TLLI (A)), a Packet Downlink Assignment message is sent on PCCCH (or an Immediate Assignment message may be sent on CCCH) to establish a downlink TBF. In that case, TLLI (A) is used to address the mobile station.

The downlink TBF is used to forward the LLC frame containing the commanding message to the mobile station.

2 Behaviour of the mobile station at P-TMSI reallocation

When the mobile station receives the commanding message, it stores the new P-TMSI and RAI values on the SIM. It derives TLLI (B) from the new P-TMSI. 

The mobile station starts to use TLLI (B) in RLC/MAC control messages sent to network and which requires a TLLI value to be included. It accepts both TLLI (A) and TLLI (B) as identifier in RLC/MAC control messages received from the network. (Note that BSS is still not aware of the P-TMSI reallocation in progress.)
The message completing the P-TMSI reallocation (P-TMSI Reallocation Complete, Attach Complete or RA Update Complete) is sent back to the network. 

2 Continued use of TLLI (A) after a P-TMSI reallocation

The mobile station shall keep TLLI (A) after a P-TMSI reallocation. To be precise, the requirement is to “consider the new P-TMSI and new RAI and also the old P-TMSI and old RAI as valid in order to react to paging requests and downlink transmission of LLC frames” [GSM 04.08/4.7.1.5]. The most essential requirement here is to keep TLLI (A), which can be derived from the old P-TMSI and old RAI, in order to respond to downlink transmissions, as the requirement states. 

If the new and the old RAIs are different, paging with the old P-TMSI should not occur. If the new and the old RAIs are the same, paging with the old P-TMSI might occur, but is quite unlikely. To consider the old P-TMSI for paging could thus be deleted as a requirement. The network could instead send paging requests with both the old and the new P-TMSI, with very little additional cost. The TLLI value received with the response could then also be used to determine further action.
The mobile station shall continue to respond to TLLI (A) until “an LLC frame is received with the local TLLI derived from the new P-TMSI” [GSM 04.08/4.7.1.5]. It may then forget TLLI (A) and shall not respond to it again. One reason for this precaution is that if the commanding message that initiated the P-TMSI reallocation need to be repeated, the mobile station shall be able to receive a message where it is identified by TLLI (A). The network does not know the exact state of the mobile station in this case, but can rely on the mobile station to respond when a message is sent with TLLI (A).

The phrase “an LLC frame is received with the local TLLI derived from the new P-TMSI” may require some interpretation. There is no TLLI within the LLC frame as such. However, the LLC frame is received on a TBF, which can be associated with a certain TLLI value.
In this description, it is assumed that a TBF shall be associated with the TLLI value that was used when the mobile station last made the transition from packet idle to packet transfer mode. At that occasion, a TLLI value was used either for contention resolution (mobile initiated packet access) or to identify the mobile station in a Packet Downlink Assignment message (network initiated packet assignment). The mobile station shall keep that TLLI value as long as it remains in packet transfer mode. Any LLC frame that is received, it is received with that TLLI.

In other words, before TLLI (A) is forgotten, the mobile station shall enter packet transfer mode using TLLI (B) in the TBF establishment procedure and then receive an LLC frame, before leaving packet transfer mode again. This precaution is necessary to ensure that the mobile station does not forget TLLI (A) before SGSN receives an indication of that the mobile station has received the new P-TMSI and is able to respond to TLLI (B).

2 Switching to TLLI (B)

At the receipt of the message commanding a P-TMSI reallocation, any existent TBF is associated with TLLI (A). This is the same, seen from both the BSS and the mobile station side. From the BSS point of view, an existent TBF remains associated with TLLI (A) as long as the mobile station remains in packet transfer mode, or until BSS receives an indication from SGSN about the change of TLLI (i.e. a DL-UNITDATA PDU containing “TLLI (old)” = TLLI (A)).

Nevertheless, when the mobile station receives the new P-TMSI, it starts to use TLLI (B) in RLC/MAC control messages sent to network and which requires a TLLI value to be included. 

In particular, if the mobile station turns to packet idle mode and then performs a packet access, TLLI (B) shall be used for contention resolution. Since TLLI (B) may be previously unknown to BSS, BSS may regard this uplink TBF, which becomes associated with TLLI (B), as belonging to a new mobile station, different from the mobile station previously associated with TLLI (A).
2 Completion of a P-TMSI reallocation

When the mobile station sends the GMM message completing the P-TMSI reallocation, it may use an existent uplink TBF or it may establish a new TBF to send the message. If the mobile station is involved in a downlink TBF (but there is no uplink TBF), the uplink TBF may be established using the existent downlink TBF (i.e., including a Channel Request Description in a Packet Downlink Ack/Nack message on PACCH). If the mobile station is in packet idle mode, the uplink TBF may be established by packet access.

The BSS forwards the LLC frame received from the mobile station and containing the GMM message to SGSN in an UL-UNITDATA PDU, providing a TLLI value to identify the mobile station. 

If the mobile station uses an existent uplink TBF, or an uplink TBF that is established using an existent downlink TBF, thereby being associated with TLLI (A), BSS will include TLLI (A) in the UL-UNITDATA PDU. If the mobile station uses a new uplink TBF, which is established using TLLI (B), BSS will include TLLI (B) in the UL-UNITDATA PDU. 

2 Synchronisation of BSS

2 GMM message received with TLLI (B)

If SGSN receives the GMM message completing the P-TMSI reallocation procedure in an UL-UNITDATA PDU including TLLI (B), the P-TMSI reallocation procedure is complete at the network (SGSN) side. The SGSN shall then use TLLI (B) to identify the mobile station in any subsequent DL-UNITDATA PDU sent to BSS. The BSS may still have an MS context associated with TLLI (A). Such a context should not be referenced any more. The BSS may have to rely on internal procedures for “garbage collection” to remove such an MS context. 

The SGSN may include a “TLLI (old)” = TLLI (A) in one or a few subsequent DL-UNITDATA PDUs sent to BSS. If BSS receives a DL-UNITDATA PDU including a “TLLI (old)” = TLLI (A), any MS context associated with TLLI (A) should be removed. If there is no such context, a “TLLI (old)” = TLLI (A) may be ignored.

2 Other LLC frame received with TLLI (B)

If SGSN receives another LLC frame (different form the GMM message completing the P-TMSI reallocation) in an UL-UNITDATA PDU including TLLI (B), SGSN shall consider that as a confirmation that the mobile station has received the new P-TMSI. Also in this case, the SGSN shall then use TLLI (B) to identify the mobile station in any subsequent DL-UNITDATA PDU sent to BSS. If necessary, the P-TMSI reallocation procedure may be completed using TLLI (B) to identify the mobile station.

Also in this case, the use of “TLLI (old)” in a DL-UNITDATA PDU is optional for SGSN. 

2 GMM message received with TLLI (A)

If SGSN receives the GMM message completing the P-TMSI reallocation procedure in an UL-UNITDATA PDU indicating TLLI (A), the P-TMSI reallocation procedure is complete at the network (SGSN) side, but the mobile station is still using a TBF associated with TLLI (A). 

When the GMM message completing the P-TMSI reallocation procedure is received, SGSN may start to use TLLI (B) to identify the mobile station in the next DL-UNITDATA PDU sent to BSS. Optionally, the SGSN may wait to start using TLLI (B) in DL-UNITDATA PDUs until an LLC frame is received in an UL-UNITDATA PDU with TLLI (B).

If SGSN starts to use TLLI (B) in a DL-UNITDATA PDU before an UL-UNITDATA PDU is received with TLLI (B), it should include the “TLLI (old)” = TLLI (A) in the next and optionally in all DL-UNITDATA PDUs sent to BSS, until an UL-UNITDATA PDU is received with TLLI (B). 

If BSS receives a “TLLI (old)” = TLLI (A), TLLI (A) may be used to locate an existent context for the mobile station. If there is an existent uplink TBF from the mobile station, then TLLI (B) shall be used to identify the mobile station in the UL-UNITDATA PDU with any subsequent LLC frames that is delivered from BSS to SGSN. [GSM 08.18/6.1 (2nd paragraph, last sentence): “Subsequent uplink data transfers for this MS shall reference the current TLLI, and not the old TLLI”].

2 Reuse of old P-TMSI

The network should not reuse an old P-TMSI until the mobile station previously allocated that P-TMSI has forgotten the corresponding TLLI value. 

3 Identified problems concerned with the assumed procedure

3 Context association within BSS

3 Problem

There is no association between TLLI (A) and TLLI (B) in BSS, until “TLLI (old)” = TLLI (A) is received in a DL-UNITDATA PDU from SGSN. This causes a problem if the mobile station establishes an uplink TBF with TLLI (B) and BSS then receives a DL-UNITDATA PDU from SGSN including only TLLI (A).

3 Discussion and potential solutions

The problem may arise if there is a transfer of downlink LLC frames going on while the P-TMSI reallocation procedure is performed. The SGSN may then send a DL-UNITDATA PDU to BSS, including TLLI (A), while waiting for the GMM message completing the P-TMSI reallocation. The establishment of a downlink TBF to send the LLC frame to the mobile station may then fail, because the mobile station may already be occupied in an uplink TBF sending the GMM message. If the uplink TBF has been established using TLLI (B), BSS is unable to co-ordinate these transactions.

The problem may cause a few LLC frames to be discarded by BSS. The problem should not be very frequent and the problem can be resolved by actions taken by upper layers (LLC or above). No significant degradation of performance is foreseen. There is thus no immediate need to change the requirements in the standard.

3 Use of TLLI in uplink RLC/MAC control messages during packet transfer mode

3 Problem

There are a few RLC/MAC control messages (Packet Control Acknowledgement (in RLC/MAC control block format), Packet Measurement Report and Packet Uplink Dummy Control Block) that include the mobile station’s TLLI and which can be sent by the mobile station in packet transfer mode. When the mobile station receives a GMM message reallocating the P-TMSI, it starts to use TLLI (B) value in these RLC/MAC control messages.

If BSS still associates the TBF with TLLI (A), it may receive an unexpected TLLI value in one of these RLC/MAC control messages. BSS has no prior knowledge of TLLI (B) and may be unable to handle the message correctly.

3 Discussion and potential solutions

The TLLI is used to identify the mobile station during contention resolution at uplink TBF establishment. The TLLI is also used to address the mobile station at downlink TBF establishment. Once the mobile station has entered the packet transfer mode, the use of the TLLI in RLC/MAC control messages to identify the mobile station seems to be an error in the specification. Normally, the TFI is used to identify the mobile station in this situation. The problem with using the TLLI during packet transfer mode is that the mobile station and BSS does not always associate the TBF with the same TLLI value.

3 Packet Control Acknowledgement message

A Packet Control Acknowledgement message is sent by the mobile station in a reserved uplink block in response to a downlink RLC/MAC control message received from the network. The network may use a TLLI, a TQI or an uplink or downlink TFI to identify the mobile station. Only the TLLI can be represented in the Packet Control Acknowledgement message.

A solution for the Packet Control Acknowledgement message could be that the network does not verify the TLLI value received in this message, in particular if TQI or TFI was used in the corresponding downlink message. The reception of a Packet Control Acknowledgement message in the reserved uplink block should be sufficient to accept the acknowledgement. 

Another solution could be that optional TQI and TFI fields are added in the Packet Control Acknowledgement message and used conditionally by a mobile station when applicable. A mobile station should then use the same address type in the Packet Control Acknowledgement message as was used by the network in the corresponding downlink RLC/MAC control message.

The first solution does not require any change of requirements in the current standard. It can be regarded as a short-term solution. The other solution could be considered for future releases.

3 Packet Measurement Report message

When the network receives a Packet Measurement Report message with an unexpected TLLI value, BSS may be unable to locate the right MS context. If BSS does not know the association between TLLI (A) and TLLI (B), then BSS may be unable to process the measurement report correctly.

A solution could be that the network discards all Packet Measurement Reports that are received in this way with an unexpected TLLI value. Occasionally loosing a few Packet Measurement Report messages following a P-TMSI reallocation should normally not be too much of a problem. This condition should be resolved when TLLI (B) becomes known to BSS and associated with the TBF.

Another solution could be to add new message type for these measurement reports, providing optional uplink and downlink TFI fields. The mobile station should then use the appropriate TFI value when sending a measurement report in packet transfer mode.

The first solution does not require any change of requirements in the current standard. It can be regarded as a short-term solution. The other solution could be considered for future releases.

3 Packet Uplink Dummy Control Block

A Packet Uplink Dummy Control Block message is sent by the mobile station merely as a filling message, if it is forced to send an uplink block but has no information to put in it. 

The verification of the TLLI value seems completely unnecessary in this case. The requirement on the mobile station to put a TLLI value in this field could be removed in a future release of the standard.

3 The scope of certain types of identifiers at RLC/MAC layer

3 Problem

This problem is related to the previous one, but not particularly related to the P-TMSI reallocation as such. In general, the specification (GSM 04.60) is not very clear on the scope of certain types of identifiers and which type of identifier that is applicable for identifying the mobile station in a certain protocol state. In the following sub-clauses, an attempt is made to clarify the intentions.

3 Identification by TLLI

The mobile station always has a TLLI. The TLLI can be a local TLLI derived from a P-TMSI allocated in the current routing area. The TLLI can be a foreign TLLI derived from a P-TMSI (possibly) not valid in the current routing area. The TLLI can be a random TLLI, if the mobile station does not have a P-TMSI. 

The TLLI is essentially an end-point identifier related to the LLC layer. Due to the change of TLLI value that may take place during packet transfer mode (controlled by GMM signalling procedures) and the difficulties to synchronise the BSS with such a change, it is not advisable to use the TLLI at the RLC/MAC layer during packet transfer mode.

The TLLI shall be used in packet idle mode. It shall also be used to identify the mobile station in the TBF establishment procedure (for contention resolution and in the Packet Downlink Assignment message) at the transition from packet idle to packet transfer mode.

3 Identification by Packet Request Reference

The Packet Request Reference is derived from the frame number (FN) and the contents at the Packet Channel Request message at packet access. The Packet Request Reference can be used to refer to the Packet Channel Request message in a Packet Uplink Assignment, Packet Queuing Notification or Packet Access Reject message. 

The Packet Request Reference shall not be used more than once. When the mobile station has received a response to a Packet Channel Request message, it may forget the corresponding Packet Request Reference and shall not respond to it again.

3 Identification by TQI

The Temporary Queuing Identity (TQI) is allocated to the mobile station in a Packet Queuing Notification message. The TQI can be used to identify the mobile station in a Packet Polling Request or a Packet Power Control/Timing Advance message while queuing for a Packet Uplink Assignment message. 

The TQI is also used in the Packet Uplink Assignment message terminating the queuing procedure. The queuing procedure may also be terminated, if the mobile station receives a Packet Downlink Assignment message (identifying the mobile station by TLLI), or if timer T3162 expires (GSM 04.60/7.1.2.2.2). 

When the queuing procedure is terminated, the mobile station may forget the TQI and shall not respond to it again.

3 Identification by TFI

A Temporary Flow Identity (TFI) is allocated to the mobile station at the assignment of a TBF. The TFI value is valid until the TBF is released, or until a reallocation of the TFI takes place in a subsequent reassignment of the TBF. 

The TFI is used to identify the mobile station and the RLC/MAC blocks belonging to the TBF. The TFI shall be used to identify the mobile station as long as it remains in packet transfer mode. There are however the exceptions that have already been mentioned in this document. The TLLI is used to identify the mobile station in a few RLC/MAC control messages that can be sent from the mobile station in packet transfer mode.

When the mobile station releases the TBF, the mobile station may forget the TFI and shall not respond to it again.

3 Reuse of old P-TMSI values

3 Problem

It is not possible for SGSN to know exactly when the mobile station stops responding to TLLI (A) following a reallocation of P-TMSI. It may thus be difficult to determine exactly when an old P-TMSI value can be reused.

3 Discussion and potential solutions

If SGSN starts to use the TLLI (B) as soon as the GMM message completing the P-TMSI reallocation is received, there is no clear indication when TLLI (A) is not used any more by the mobile station. 

However, the mobile station does not stay endlessly in packet transfer mode. If data transfers between SGSN and the mobile station stops for some period, e.g. if the mobile station turns to stand-by, SGSN can assume that the mobile station has turned to packet idle mode. The next LLC frame sent to the mobile station will be received with TLLI (B). 
If SGSN, on the other hand, waits before it starts to use TLLI (B) in DL-UNITDATA PDUs, until TLLI (B) has been received in an UL-UNITDATA PDU, then the next LLC frame sent to the mobile station will also be received with TLLI (B). 

When the mobile station, in one way or the other, has acknowledged an LLC frame received with TLLI (B), or when a certain number of LLC frames have been sent in this way, then SGSN should be able to reuse the old P-TMSI.

4 Conclusions

The procedures for reallocation of P-TMSI have been reviewed. It has then been assumed that the option B from Tdoc SMG2 1198/99 (Tdoc SMG3 N1-99A04) is accepted. It is found that the existent requirements in GSM 04.08 (clause 4.7.1.5 “P-TMSI handling”) and GSM 08.18 (clause 6.1 “Downlink UNITDATA procedure”) are sufficient to specify the management of TLLI values in the mobile station and in the network during these procedures. In fact, it is found that the requirement on the mobile station to consider an old P-TMSI in a paging request could be deleted. 

There are a few remaining problems at RLC/MAC layer, concerning the context association within BSS and the use of TLLI during packet transfer mode. None of these problems seems very urgent. They can be handled with the current requirements defined by the standard.

There is a general problem within GSM 04.60 that the scope of certain types of identifiers is not very clearly specified. Neither this problem is very urgent, but clarifications could be useful.

There is also a remaining problem in SGSN, when it is safe to reuse an old P-TMSI. It seems possible to develop a strategy in SGSN how to determine when the mobile station does no longer consider an old P-TMSI and consequently when an old P-TMSI can be reused. The strategy may be somewhat dependent on the type of radio access technology in use, which is not totally satisfying. As a short or medium-term solution, it should be sufficient.


